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Abstract

This paper describes a new post-silicon validation problem
for diagnosing systematic timing errors. We illustrate the dif-
ferences between timing validation and the traditional logic
defect diagnosis. The key difference between our validation
framework and other traditional diagnosis methodsliesin our
assumptions of the statistical circuit timing and statistical dis-
tribution of the size of timing errors. Different algorithms are
proposed and evaluated via statistical timing error injection
and simulation. Due to the statistical nature of the problem,
100% diagnosis resol ution often cannot be guaranteed. Wth a
statistical timing analysis framework devel oped in the past, we
demonstrate the new concepts in timing validation, and dis-
cuss experimental results based upon three types of system-
atic errors. timing correlation error, crosstalk, and single-site
random-size delay perturbation.

1. Introduction

Process variation, manufacturing defects, and noise sources
are major factors to affect the timing characteristics of deep
sub-micron (DSM) designs [1, 2]. These DSM timing effects
are often continuous in natures [3, 4] and the traditiona as-
sumptions of discrete timing models become less applicable.
These DSM timing effects should better be captured and simu-
lated using statistical timing analysis models and methods [5].

In the DSM domain, when a set of chips failsin timing, it
might be due to various reasons. Usually, our first task is to
decide if the failures represent systematic behavior or if they
more resemble random behavior. The term "systematic be-
havior” is used to characterize the behavior from systematic
errors that may come from problems in the design, the test-
ing methodol ogy, or the manufacturing process. For example,
due to the mismatch between the delay models used in atim-
ing analysis tool and the actual delay behavior on the silicon,
we might misjudge the delays on some critical paths. Another
example can be that our AC scan patterns may exercise the
non-functional space and as a result, cause unexpected power
consumptionand long delays. A crosstalk-related timing prob-
lem can be viewed as a design error or as a problem in the
physical analysistoals. In any of these cases, the problemsare
not due to defects and hence, should systematically exist on
all silicon chips. On the other hand, the term " random behav-
ior” is used to characterize random defects resulting from an
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imperfect manufacturing process.

In thiswork, we focus our study on the diagnosis of system-
atic timing errors. We call it post-silicon validationto differen-
tiate our work from the diagnosis of random defects. In post-
silicon validation our goal is to validate the design model and
the testing methodol ogy, and rule out any systematic problems
before applying the diagnosis of random defects. We assume
that a set of failing chip instances are available for diagnosis,
and our goal isto answer the following two questions:

1. Dothey indicate any systematic error?
2. If yes, can we pinpoint the error source?

In our validation framework, we assume that a collection
of error models is known. Also, for an error model, a set of
candidate suspect errors can be derived. Then, given a set of
failing chip instances, we compare their behavior against the
behavior predicted by each model, and within each model, the
behavior predicted by each candidate error suspect in order to
answer the two questions above.

Our post-silicon timing validation methods are based upon
statistical timing models and delay simulation methods, and
can be classified into two approaches:

Diagnosisof Modeling Errors. These errors affect the tim-
ing on many places across the entire circuit. To diagnose
a problem, we apply a cause-effect approach based upon
the collective failing behavior of all chip instances. To
demonstrate the methodology, we use the timing corre-
lation error as our modeling error example. Timing cor-
relation error assumes that in the timing analysis the de-
lay model considersno correlation whilein reality, delays
from different circuit elements are actually correlated.

Diagnosisof Structural Errors: These errors affect the tim-
ing of a fixed single site (i.e. a spot error). To diagnose
such a problem, we apply a combined effect-cause and
cause-effect approach to each failing chip instance sepa-
rately. Then, we decide the final validation answer based
upontheir collective diagnosisresults. To demonstratethe
methodol ogy, we consider two examples: the single-site
random-size timing error and the crosstalk error.

Our main findings include the following: Diagnosis of a
modeling error is usually a more difficult problem. While de-
ciding on the type of the error is possible, locating the exact
problem source is very challenging. On the other hand, our
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validation approach is usually effective for locating a single-
site random-si ze timing problem (depending on the number of
failing instances given). Often, a few tens of such instances
are enough, to be statistically significant and for our diagno-
sis algorithm to be effective. For crosstalk error, we demon-
strate that the real challenge lies in producing the meaningful
test patterns, and our validation approach can pinpoint the ex-
act location easily. Experimental results based upon statistical
timing error injection and simulation are presented to explain
these findings.

Therest of the paper is organized asfollows. In Section 2 we
illustrate the main concepts and methods in our timing valida-
tion framework. Section 3 discusses the reasons why for tim-
ing error diagnosis the information contained in the error dic-
tionary should be probabilistic rather than deterministic. Sec-
tion 4 describes the validation methodol ogies and their associ-
ated diagnosis algorithms for the two types of the errors. Sec-
tion 5 summarizes the tools and methodol ogies for conducting
the error injection and simulation experiments. In Section 6,
we discuss how the clock setting may affect the accuracy of di-
agnosis, and present our methodology for selecting the clock.
In Section 7, the concept of systematic behavior is illustrated
through experimental results. Section 8 summarizes the diag-
nosis results for al three examples of errors under our study.
Section 9 concludes the paper.

2. Logic Diagnosis vs. Timing Validation

Historically, the diagnosis problem was defined over the
logic domain and no timing information was involved. Logic
diagnosis algorithms are often classified into two types. an
effect-cause approach and a cause-effect approach [6].

In an effect-cause approach, the set of potential suspectsis
decided by tracing backwards from the failing outputs. In a
cause-effect approach, diagnosis relies on the construction of
afault dictionary that contains information to differentiate the
good and faulty behavior in the presence of each fault. Then,
for agiven failing chip, the failing behavior is compared to the
information in the fault dictionary, and the most probable fault
is selected as the candidate for the defect source [6].

Diagnosis for systematic timing errors and diagnosis for
logic defects can share many similar aspects. For example, in
logic defect diagnosis, we need to assume a fault model. Simi-
larly, in our work of timing error diagnosis, we utilize an error
model. Otherwise, we would not know what we are looking
for. However, in our timing validation, the problem is funda-
mentally different in four ways:

1. A systematic timing error does not necessarily mean that
al failing chips would demonstrate consistent behavior.
Hence, it is often required to decideif the failing behavior
is dueto a systematic error, or due to random defects.

2. Similar to the single-defect assumption commonly em-
ployed in the traditional logic diagnosis, for diagnosis of
systematic timing error, we can also include the assump-
tion of single error. However, a single error in the design
model can easily affect the timing of the entire circuit and
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manifest itself as timing errors on multiple sites.

3. For agiven set of failing chip instances, the exact timing
configurations can vary from one instance to another.

4. Even though all failing chip instances have their timing
errors on the same site, the sizes of timing errors on each
instance can still be different.

These four aspects prevent us from applying a traditional
logic diagnosis approach to timing error diagnosis directly. In
the past, much of the diagnosis research focused on two direc-
tions. Onewasto improvethe efficiency of diagnosis by avoid-
ing the computational expense of creating a large fault dictio-
nary. The other was to extend the basi c diagnosis algorithm for
the single stuck-at fault model to other defect types(e.g., bridg-
ing faults) or to multiple faults. Even for diagnosing gate de-
lay and path delay faults, most of the previouswork was based
purely on logic conditions for sensitizing the faults [8, 9]. A
statistical diagnosisframework for delay defects was proposed
in [10]. However, its technique requires finding and storing all
possible single and multiple path delay faultslogically sensiti-
zable by all failing vectors and hence, is not practical.

2-1. Handling structural errors

Our validation methodology consists of three phases:

1. Effect-cause phase: In this phase, a set of suspect errors
are identified for each individual chip instance based
purely on analyzing the logic conditions that cause the
failing behavior.

2. Cause-effect phase: For each chip instance, individualy,
we apply adiagnosis algorithm that operates on the prob-
abilistic space, instead of the logic space to obtain amuch
smaller set of candidate suspect errors.

3. Voting phase: Based upon the collective diagnosis results,
we decide if a systematic error can be found. If yes, we
calculate the confidence level that the behavior isdueto a
particular error source.

In phase 2, a statistical timing analyzer serves as a predictor
for the delay configurations of the set of failing chip instances.
By separating phase 2 from phase 1, we avoid the effort of
processing, in phase 2, those suspect errorsthat can be decided
impossible to cause the failing behavior using logic criteria.
Hence, the effectiveness of our phase 2 diagnosis algorithm
can be better observed.

While deciding which suspect errors should be kept after
phase 1 is deterministic (because this decision is based purely
onlogic criteria), deciding which suspect errors should be used
in phase 3 can only be probabilistic. Because of this, we re-
define the concept of diagnosis resolution in timing validation
and discuss various heuristicsin the voting phase.

2-2. Handling modeling errors

For modeling errors, the effects may spread out across the
entire circuit, and using an effect-cause approach up front



would not be effective. Hence, phase 1 can be skipped. More-
over, in the cause-effect diagnosis phase, we apply a different
diagnosis agorithm based upon the collective behavior from
all the failing instances. For each suspect error, the diagno-
sis results are interpreted collectively to decide if the failing
behavior can be classified as "systematic.” Then, we decide
which error represents the most probable cause.

3. Probabilistic Error Dictionary

A key step in our diagnosis methodsis to construct the prob-
abilistic error dictionary for al known suspect errors. After
that, the question becomes how to match the probabilistic in-
formation of simulated behavior contained in the error dictio-
nary to the failing behavior.

In logic diagnosis, the circuit model used in the simulation
is assumed to logically match the actual chips. In timing er-
ror diagnosis, thisis not true due to the inclusion of statistical
timing information. With a statistical model, each actua chip
represents a single sample instance of all possible delay con-
figurations intended to be modeled statistically by the timing
tool.

Based on a statistical timing model, the diagnosis resolu-
tion is not the same as the fault resolution in the logic domain
[7, 11]. Thisis because the criteria to determine if a pattern
captures atiming fault, can be probabilistic. For example, with
adtatistical timing model, a dynamic timing simulator can cal-
culate the circuit worst-case delay distribution achieved by a
giventest pattern [15]. Since the worst-case delay is character-
ized as a probability distribution, whether or not it exceeds a
given clock will be characterized by a probability valueaswell.
This probability valueis called the critical probability [5].

For agiven fault, two test patternsresult in two critical prob-
abilities. Hence, whether or not the two patterns can differen-
tiate the fault should also be a probability value. Therefore,
in timing error diagnosis, given a pattern v, our first task is to
compute the probability that v detects a particular error (the
critical probability of v with the error). This information is
used to build the probabilistic error dictionary.

In this work, our primary goal is to evaluate the effective-
ness of the timing validation methodology. By assuming that
storing the fault dictionary is possible, we temporarily avoid
the problem of fault dictionary optimization. Also, by using
patterns that might not be the best diagnostic quality patterns,
we temporarily avoid the complexity of considering timing in
ATPG. By isolating these two crucia issues within the logic
domain, we can focus our work primarily on the aspects of the
problem which uniquely belong to the timing validation.

3-1. Matching simulated behavior with observed behavior

Consider the example (A) in Figure 1. Suppose that the fail-
ing behavior of a chip instanceis characterized as a 0-1 matrix
(1 meansthat an error is observed). Suppose we have away to
calculate (using simulation), for each candidate suspect error, a
probability matrix P where pj;j representsthe chance that afail-
ure can be observed at primary output i during the application

of test vector j. Then, in this example, we are asking: which
probability matrix (simulated behavior) is a better match to the
failing behavior?

probabilities of failing

Vecl Vec2

® PO1| 1 0 |match |08 05 | |06 0.2
po2| 0o 1 |which?| 04 06 | |03 05
individual behavior error #1 error #2
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Figure 1: Conceptual examples of matching simulated behavior
with observed behavior

multiple 0-1 matrices

from multiple chips

individual answers
collective answer

In Figure 1-(A), if we focus on matching the ”1” entriesin
the 0-1 matrix, we would say that error # 1 is a better match.
However, if we focus on matching the "0 entries, error # 2
would be a better match. In general, depending on our view
of what do we mean by a” better match”, the diagnosis answer
can be different. Hence, to define a diagnosis method, we need
to first define carefully how theinformation in the probabilistic
error dictionary should be matched to the failing behavior. We
call such functions diagnosis error functions[7].

The matching becomes more interesting if we consider the
collective behavior of al failing instances. In Figure 1-(B), in-
stead of matching a0-1 matrix to a probability matrix, we need
to decide how to match a probability matrix (collective behav-
ior) to another probability matrix. The collective behavior ma-
trix is obtained by combining the individual behavior matrices
for acollection of failing chip instances. The valuesin the col-
lective behavior matrix represent the frequency of failure for a
given output and a given vector in the observed set of failing
instances.

In Figure 1-(C), the matching between the collective behav-
ior and the simulated behavior is done differently. In (B), a
probability matrix is built from multiple 0-1 matrices before
matching, and the matching result represents the collective an-
swer of diagnosis. In (C), each 0-1 matrix is matched individ-
ually. Then, their diagnosis answers are combined to form the
collective answer for the diagnosis.

Both approachesillustrated in (B) and (C) producediagnosis
results based on collective behavior of multiple failing chips.
Both approaches can be used to diagnose systematic errors.
In our work, we discovered that the approach in (B) is more
effective for diagnosis of modeling errors, and the approach in
(C) is more effective for diagnosis of structural errors. For the
approach in (C), how to combine individual answers to form
the collective answer will be discussed in Section 4-3.

The concept of probabilistic error dictionary impliesthat an
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optimal test set considering only the logical conditions may
not be optimal for timing error diagnosis. A possible solution
to obtain a good set of diagnostic delay patterns could be to
use atimed ATPG [12] [13]. In our work, we do not consider a
deterministic timed ATPG due to its high complexity. Instead,
we use a path delay fault ATPG (based on logic sensitization
conditions) as an approximation. Our patterns are generated
based upon selected long paths [15].

4. Validation Methods

As described above, depending on which target error type
weare considering, aseparate diagnosis method is applied. For
structural type of errors, the matching algorithm is applied to
individual instances. For modeling type of errors, the matching
algorithm is applied to the collective behavior of all instances.

4-1. Diagnosis method for structural errors

Given afailing n-output chip instance Cj, and aset TP of m
test patterns, suppose that the failing behavior is characterized
inan nx mmatrix B. For 1<i<n,1<j<m, eachbjis
"1" if an error is observed at output i while applying pattern j.
Otherwise, bjj = 0. We assume that B is obtained based on a
fixed sampling clock.

Phase 1. Effect-Cause Analysis For each failing pattern we
perform backward analysis from each failing output. We col-
lect candidate suspect errorsthat fall onthelogically sensitized
paths (to the failing output) given by the patterns. At the end of
this phase, we obtain a suspect error set F = {fy,..., f| }. Each
error fy (for 1 <k <) falson at least one sensitized path to
one failing output during the application of at least one pattern.

Phase 2: Cause-Effect Diagnosis Given F, for each candi-
date suspect error fy, we construct an n x m- probability ma-
trix Ex. Each elkj represents the probability that an error can be
observed at output i while applying pattern j for a given clock
periodif theerror fy ispresent. Suppose we can calculate these
probability matricesfor al errorsin F using our statistical tim-
ing analysis tools, and obtain Eq,...,E| [7, 11]. Then, the
underlying question to ask is: which Ey (for 1 < k <) isthe
best match to the failing behavior matrix B? To measure the
accuracy of this "match,” we utilize the diagnosis error func-
tion Err proposedin [7, 11]. In essence, Err(B,Ex) measures
the diagnosis error if fi is selected as the answer of diagnosis.

The Diagnosis Error Function [11] To simplify the problem,
we first assume that n = 1. Hence, B = [by,...,by] and Ex =
[€k,...,ek] for error fy. Then, we compute the least-square
error between the expected results E when error fy isassumed
to be the defect, and the observed behavior B asthe following:

Err(B,Ex) =Erre=||Ex—B |[>=Z0 (& - b)? (D)

Next, we compute Erry for all fy, 1 <k <, and we pick
the minimum, i.e., pick the error source that minimizes this
diagnosis error function Err ().
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For multiple-output circuits (n > 1), Figure 2 demonstrates
a simple view about the meaning of an error in the diagnosis.
Under the equivalence checking model, an error in the diagno-
sisfor agiven pattern, isdefined asat least one output produces
adifference. In the figure, the delay configuration of the fail-
ing chip instance Ci,, is aso unknown, and is modeled in the
simulation with statistical timing in the circuit model C. What
we know is the failing behavior matrix B.

A failing chip instance

Observecjrbeh avior B

i Cin
vn,...,v2,vl { .

} el, e2, ...,en

Simulate(f )

C

The circuit model with
statistical timing information

Figure 2: Theview of diagnosis error under an equivalence mode!

What would be the ideal case? The ideal case, where no
mismatch occurs, would bee; = e, = --- = g, = 0. However,
this is impossible even if we have correctly guessed the error
source fi in the diagnosis process. The reason is that we till
do not know the exact delay configuration of the failing chip
instance Cip.

Now, suppose we have an agorithm to compute, for each
suspect error fy, the probability p* that ej is1 (1< j <m). In
other words, the algorithm outputs a probability vector for each
f as P = [p, p5, ..., p&]. Then, since the ideal outcome we
want to see is 0 = [0,0,...,0], we can measure the diagnosis
error between the probability vector Py and the ideal solution O
assimply

Ernc= 2Ly (pf)? @

Equation (2) follows the same spirit as equation (1). Hence,
we can use equation (2) to pick a candidate suspect error whose
diagnosis error value is the minimum.

The complete flow of our diagnosis algorithm for structural
errorsis described bellow.

Algorithm 4.1 (The Matching Algorithm for Sructural Errors)

Inputs A circuit with statistical timing model; a test pattern set TP;
afailing behavior matrix B; and a set of suspect errors F given
from phase 1 analysis, Moreover, a user-defined number K
called the diagnosis resolution.

Outputs A set of ranked diagnosis error values Erry < --- < Errg
which indicate the K most likely error sources causing the fail-
ing behavior.

Steps The clock period clk is used to observe the failing behavior
matrix B.

1. For each error fy in F, calculate the probability matrix Ey. The
tools and methodol ogies used in this calculation will be summa-
rized in Section 5. From E; and B, we use the method described
in [7] to calculate the probability vector P = [p, pk,..., p],
where each p¥ is the probability that gj is 1 (there is mismatch
between the observed and simulated results at least at one out-
put) if fy ispresent, as shown in Figure 2.



2. Cdculate Erry = Zr]-”zl(p'j‘)2 as described above to measure the
diagnosis error.

3. After we finish the calculation for all suspect errors in F, we
have {Errq,Erro,...,Err }. Werank them in such away that
Errj, <Errj, <- < Errj and output thefirst K error sources
as the diagnosis answer.

End of Algorithm

4-2. Diagnosis method for modeling errors

For diagnosing modeling type of errors, the failing behavior
of all instancesis collectively characterized in the n x m-matrix
B. Hence, for 1 <i <n, 1< j <m,thevalueof each bjj repre-
sents the probability that an error is observed at output i while
applying pattern j based upon all the sampled instances. The
matching algorithm for modeling errors follows the same flow
as the algorithm for structural errors, except that the diagnosis
error function is defined differently.

The equivalence model described above is suitable for indi-
vidual instance diagnosis because B isa0-1 matrix. If B isa
probability matrix, we utilize a different function Err ¢(B, Ey).
Let B = [B1,By,...,Bm], where each B; is a column vector
[b1i,bai, ..., bn]T. Similarly, let Ex = [EX, ..., EX], where each
EX is also acolumn vector [ey;, €z, - - . ,eni] . Then, we have

Errc(B,Ex) =Errg=3", || EX—B; |? ©)

In other words, we first calculate the diagnosis error based
upon the distance between the two probability vectorsfor each
pattern, and then sum up the results for al patterns. The out-
come of the algorithm is a ranking among all possible error
sources based upon the Err calculated values.

4-3. Interpretation of diagnosisresults

Both diagnosis algorithms will report a ranking among all
the suspect candidate errors. Next, we need to interpret the
diagnosis results in order to decide if a systematic error has
been identified.

In the case of individual diagnosis (i.e., structura errors),
the results are interpreted based upon a majority-based voting
scheme, where a vote is obtained from the diagnosis results of
each failing instance.

Answer by majority of the votes: Given aK (the diagnosis
resolution), suppose for an instance i the suspect ranking is
{f1,f2,...,fk}. Then, each fj, for 1 < j <K, will receive
1 vote from instance i. After the voting from all instances,
the suspect error that receives the maximum number of votes
will be reported as the answer for the systematic error. The
confidence of this answer is given as a percentageV /(K « N),
where V is the total number of votes received by the answer
and N istotal number of failing instances participating in the
voting.

The decision whether or not the voting result represents a
systematic error depends on the application. For example, we
may say that for K = 1, if the confidence level is greater than
50% (50% of the failing instances give their votes to the same
answer), then we would consider it as a systematic error.

In the case of diagnosis against collective behavior (i.e.,
modeling errors), the interpretation will be made by plotting
the diagnosis error values. The details will be illustrated in
Section 7.

5. Tools and Methodologies for Experiments

The key tools to redlize the proposed validation framework
include a statistical timing anaysis tool and a dynamic tim-
ing simulator. Moreover, to measure the effectiveness of our
validation method, we need to perform statistical timing error
injection and simulation.

5-1. Statistical Timing Analysis

In the statistical timing analysis framework, the delays of
cellglinterconnects are modeled as correlated random vari-
ables with known probability density functions (pdf’s). Given
cell/interconnect delay functions and a cell-based netlist, the
statistical framework can derive the pdf’s of signa arrival
times for both internal signals and primary outputs. The ran-
dom variables of cell/interconnect delays and pdf’s of signal
arrival times can be derived either analytically [21] or using
Monte Carlo simulations [22, 5]. In this paper, our focusis on
validating the new diagnosis methodol ogies rather than on the
issues of statistical modeling and analysis.

In our experiments, we use a cell-based statistical timing
analysis framework [5]. It requires pre-characterization of
cells, i.e., building libraries of pin-to-pin cell delays and output
transition times (as random variables). We use a Monte-Carlo-
based SPICE (ELDO) [23] to extract the statistical delays of
cells for a 250nm, 2.5V CMOS technology. The input tran-
sition time and output loading of the cells are used as indices
for building/accessing these libraries. Each interconnect delay
is also modeled as a random variable and is pre-characterized
once the RCs are extracted.

5-2. Dynamic timing simulation

With agiven set of test patternsthe statistical timing analysis
framework can be used to perform statistical dynamic timing
simulation to obtain the pdf’s of interna signals and primary
outputs for the given set of test patterns. These pdf’s are ob-
tained by simulating a large number of circuit instances (ex.
1000-5000) with different cell/interconnect delay assignments.

5-3. Timing error injection and simulation

As described earlier, we consider three types of timing er-
rors: the timing correlation error, single-site random-size tim-
ing perturbation, and the crosstalk error.

Timing Correlation Error  In this model, we assume that the
failing behavior is caused by specifying an incorrect correla
tion in the timing model. For example, we may assume that
during the design phase, our timing analysis tool considers ho
correlation among the delays of circuit elements (correlation
0). However, when the design is manufactured as real chips,
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there exists an unknown correlation affecting all circuit ele-
ments (correlation > 0). To model this type of error, a corre-
lation factor is used in the statistical simulation model among
all the delay random variables. Figures 3 and 4 illustrate the
effect of this correlation factor.

Correlation = 0

Probability

170 180 190 200 210 220 230

Timing

Figure 3: Delay distribution without correlation, s35932

Correlation = 0.5

Probability

\
170 180 190 200

Timing

Figure 4: Delay distribution with correlation= 0.5, 35932

210 220 230

In each figure, two timing distributions for the circuit are
shown. The distribution on the right-hand side is obtained
without false-path analysis. The distribution on the left-hand
side is obtained after false path removal using the techniques
proposed in [15].

On each figure, if we draw a vertical line as the clock pe-
riod, then the area beyond the clock line can be viewed as the
probability that a chip instance of the circuit would exceed the
clock. For example, in Figure 4, if the clock lineis set at 210,
then the left-hand side pdf tells that no instance should exceed
the clock while the right-hand side pdf indicates that thereis a
significant chance of this happening.

From these two figures, the effect of a non-zero correlation
can be easily observed. In Figure 4, because delays of cir-
cuit elements are correlated, the overall circuit delay tends to
spread out into a wider range. Hence, athough the mean de-
lay remains the same, the variance will significantly increase.
If we set the clock at 200, then without the correlation, no in-
stance should fail the clock. However, with correlation 0.5,
thisis not true (from the left-hand side pdfs).

Single-Site Random-Size Timing Perturbation  In this model,
we assume that for all failing instances, the error happens at
the same location but with different delay sizes. For the delay
size, we adopt an exponential distribution Ae ** where x is
the defect size and A is a constant. We use A = 0.04 in our
experiments.

Crosstalk Error  The cell/interconnect delays in the presence
of crosstalk are functions of cell/interconnect parameters such
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as interconnect resistance and capacitance, coupling capaci-
tance, riseffall times of the signal on the interconnect, etc.
Given these parameters as random variables, the random vari-
ables of cell/interconnect delay in the presence of crosstalk can
be computed using any of the known delay cal culation meth-
ods considering coupling [16, 17, 18, 19, 20] through Monte
Carlo sampling and simulations. In our experiments, we use
the model proposed in [20] due to its simplicity.

6. The Impact of The Clock Period
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Figure 6: Number of patterns (y-axis) detecting an instance
(x-axis), clock=263

In timing validation, the clock setting can affect the reso-
lution of diagnosing a timing error. On one hand, we would
want to have along clock period to improve the diagnosis res-
olution. Thisis because with along clock period, many errors
that cause small-size delay problems may not appear in the
failing behavior. Hence, in away we can use the clock to dif-
ferentiate between small-size delay errors and large-size delay
errors, and reduce the number of suspect errors to be consid-
ered. On the other hand, we would want to have a short clock
period because a short clock period would result in more fail-
ing instances and increase the sample size. With along clock
period, we may have only a few failing chip instances whose
collective behavior can be statistically too noisy to make asys-
tematic decision. These two opposite concerns present a trade-
off for choosing the clock period in timing validation.

Toillustrate the concept, Figures 5 and 6 comparethe results
of two slightly different clocks. Theseresults were obtained on
benchmark s5378 with 3650 instances and more than 10000



transition fault patterns simulated. Each instance was injected
with a single-site random-size error with A = 0.04. Asiit can
be seen, for clock= 265, there are many failing instances that
could be detected by only one pattern. Many could not be de-
tected by any pattern. For clock= 263, many instances that
could be detected by only one pattern before now can be de-
tected by two patterns. Many that could not be detected before
now can be detected by one pattern.
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Figure 7: Number of instances (y-axis) detected by atest pattern
(x-axis)

Figure 7 presents areverse plot. Asthe clock decreases and
moreinstances appear to be faulty, the number of instancesthat
can be detected by a pattern increases as well.

In principle, a longer clock period reduces the number of
useful patterns and the number of faulty instances. Hence, it
reduces the search space for diagnosis. However, to obtain a
statistically significant sample size, aclock cannot be too long.
In our experiments, we utilize our statistical timing analysis
framework to set the clock. We first generate the probability
distribution (with false-path-aware analysis) for the circuit as
that shown in Figure 3 without considering any injected error.
The clock is set as L+ 30 where [ is the mean and o is the
standard deviation of the distribution.

7. The Systematic Behavior of Correlation Error

In this section, we discuss how to observe the systematic be-
havior from the diagnosis results of atiming correlation error.
From the timing correlation model, we derive ten candidate
suspects C ={ 0.1, 0.2, ..., 1.0 }. For example, the suspect
marked "0.1” represents a correlation factor of 0.1 among all
cell/interconnect delays. In each experimental run, we inject a
correlationerror > 0.5 and collected 100 failing chip instances.
Note that we do not consider injecting an error < 0.5 because
for asmall correlation, the error effect istoo small to produce
the 100 failing instances within a few hundreds simulated in-
stances. Note that the selection of the number ”100” was ar-
bitrary and was chosen to reflect the fact that in an industrial
environment, it is often not economical to manufacture alarge
number of test chips.

Figure 8 showsthediagnosiserror valuesfor each of thefour
injected errors (0.5, 0.6, 0.8, 1.0) across the 10 suspectsin set
C based upon the calculation method discussed in Section 4-2
above. The circuit used is s1196 and the number of patternsis

10°

— corr 1.0
- - corr0.8
corr 0.6

- - corr0.5

10° L L L L L L L L
01 0.2 03 0.4 0.5 0.6 0.7 0.8 0.9 1

Figure 8: Plot of diagnosis error values for each injected
correlation error

20. The patterns are generated for the 20 longest non-robustly
testable paths reported by [15]. Inthefigure, the x-axis denotes
the correlation suspect candidates and the y-axis denotes the
diagnosis error values.

The best match in each case will be shown in Table | |ater.
In this figure, our goal is to demonstrate the consistent trend
observedin all cases. We note that with an injected correlation
error, the suspect error 0.1 receives the highest diagnosis er-
ror values. The diagnosis error values decrease as the suspect
correlation error sizeincreases. Thistrend can be used to deter-
mine that the failing behavior has demonstrated the systematic
behavior of atiming correlation error.

In contrast, Figure 9 demonstrates the cases where single-
site defects are present, with and without a timing correlation
error. In Figure 9-(a), no correlation is considered. As it can
be seen, after we apply the diagnosis algorithm for structural
faults on the ten correlation suspects, we observe an entirely
opposite trend: The diagnosis error values increase with the
increase of the correlation error size.

Another interesting thing to observe from the figure is that
as the single-site delay error size becomes large (5 or 10), not
only the absolute diagnosis error values increase significantly,
but also the trends disappear (become flat). In those cases,
the effects of the single-site timing errors become significant
and dominate the delays on the failing instances. Therefore,
we would not be able to diagnose successfully for the timing
correlation error. However, if the effect from random delay
error is not dominating, then as long as the trend is there, we
can till decide that atiming correlation error has occurred.

7-1. Observing the systematic behavior from a correlation
error in the presence of other timing errors

To further study the effects of random timing errors on top
of the timing correlation errors, consider Figure 10. The size
of the random errors follows the exponential distribution as-
sumption with A = 0.04, as before. In every failing instance,
the locations of the injected random error(s) are fixed. We con-
sider injecting simultaneously up to five errors on an instance.

In Figure 10, it can be seen that if the timing error sizes are
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Figure 11: Additional plots of diagnosis error values for 51196, and s5378 in the presence of random timing errors

0.12 T T T

no errors
————— one error
three errors
five errors

01p

0
0.1 0.2 03 0.4 05 0.6 0.7 0.8 0.9 1

Figure 10: Plot of diagnosis error values for s1196 in the presence
of random timing errors (correlation 0.5)

random, then even with five errors, the effects of random tim-
ing errors will not dominate the effects of the timing correla-
tion error 0.5. Figure 11 shows additional three plotsfor s1196
and s5378, by considering another timing correlation error 1.0.
These additional results show similar behavior. From these re-
sults, we summarize the following two points:

(1). With the presence of a large-size random-site timing er-
ror on every failing instance, even though the location of each
instance’s error is random, the collective effect of all these er-
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rors can mask the effect of a large timing correlation error (in
the collective behavior of the failing instances). Recall that in
the collective diagnosis algorithm, the diagnosisis done based
upon the collective behavior, not upon an individual behav-
ior. Hence, large-size spot errors can significantly affect the
collective behavior of failing chip instances. If there are 100
instances each with alarge-size spot error located at a different
site, in the collective behavior, it will look like 100 sites are
simultaneously affected by a smaller-size spot timing error.

(2). With the presence of a random-size single-site timing
error, since the exponential distribution inherently assumes
more small-size errors, the collective behavior on al failing
instances is still dominated by the effect of an injected timing
correlation error. Thisis true even with up to five random-size
errors injected on each instance. This result indicates that the
effectiveness of our validation methodology for the systematic
modeling type of errors can be immune to the noise effect in
the presence of other structural types of errors, to some degree.

8. Complete Experimental Results

Table | presents the results for correlation timing error. The
target correlation is the correlation error used to obtain the 100
failing instances. The best-match correlation is the one whose
diagnosiserror valueisthe minimum by applying the diagnosis
in Section 4-2. Asit can be seen, locating the exact correlation
number is not an easy task. Although in aimost all cases, the



answer is close enough to the target, there is no guarantee that
it can always pinpoint the right answer.

Target ‘ Best Match

Target | Best Match
Ckt | Corr Corr | Ckt | Corr

Corr

s1196 | 1.0 10 s1238 | 1.0 0.9
0.9 09 0.9 0.8

0.8 0.7 0.8 10

0.7 0.5 0.7 0.8

0.6 0.8 0.6 0.7

0.5 0.5 0.5 0.8
sl423 | 1.0 10 s1488 | 1.0 1.0
0.9 10 0.9 10

0.8 0.7 0.8 0.7

0.7 0.9 0.7 0.8

0.6 0.6 0.6 0.5

0.5 0.5 0.5 0.7
5378 | 1.0 0.8 s9234 | 10 0.8
0.9 0.6 0.8 0.8

0.8 05 0.7 0.6

0.7 0.6 0.6 0.7

0.6 0.9 0.5 0.5

TABLEI: VALIDATION ACCURACY ON BENCHMARK EXAMPLES

We emphasize that since a timing correlation error affects
the delayson al circuit elements, the sample size to derive the
collective failing behavior is crucia. In practice, it may not be
economical to collect thousands of samples and hence, statisti-
cal noiseinthe collectivefailing behavior will aways bethere.
By using the correlation error as an example, we demonstrate
that for this type of errors, perhapsit is more important to de-
cide if such an error exists, than to decide exactly which error
occurs. Therefore, resultsin Table | should be used as a start-
ing point to fix adesign modeling error, not necessarily be used
as the golden answer to atiming problem.

8-1. Single-site random-sizetiming errors

k Defect k Defect
Ckt #1 #2 #3 Ckt #1 #2 #3
s1196 | 1 | 0.72 | 052 | 0.74 || s1423 | 3 | 0.33 | 042 | 0.39
3 | 082 068 | 0.88 5 | 058 | 052|051
5 | 089 | 083 | 0.96 10 | 0.75 | 0.84 | 0.83
10 | 097 | 10 10 14 |1 096 | 0.97 | 0.97
s1238 | 4 | 069 | 0.78 | 0.61 || s1488 | 2 10 [ 018 | 02
51071 083 | 0.67 8 10 | 0.63 | 0.84
10 | 093 | 0.94 | 0.76 10 | 1.0 | 093 | 0.97
13| 10 | 098 | 0.92 14 | 1.0 1.0 1.0
s5378 | 1 | 084 | 0.73 | 0.67 || s9234 | 6 0.8 | 0.66 | 0.85
3 | 090 | 078 | 0.75 10 | 0.93 | 0.88 | 0.92
5 | 090 | 092 | 0.83 14 | 095 | 092 | 0.92
10 | 10 10 10 17| 1.0 | 094 | 0.94

TABLEIl: VALIDATION ACCURACY FOR SINGLE-SITE RANDOM-SIZE
TIMING ERRORS

Table 11 presents the diagnosis accuracy for single-site
random-size timing errors using the algorithm presented in
Section 4-1. The failing sample size in these runs ranges from
10 to 50 instances, depending on how easy an error effect can
be observed. The table shows three columns of results for each
circuit. Each column represents a fixed-location of timing er-
ror on all failing instances. As mentioned before, the diagnosis
algorithm is applied to each instance individually.

The accuracy of diagnosis is measured in two ways: 1) In
the algorithm, if the user-defined diagnosis resolution number
K has a value (refer to Section 4-1), then the accuracy is a bi-
nary value, success or failure depending on whether the answer
matches the injected error or not. 2) If the user-defined K > 1,

then if the injected error is contained in the suspect error set
obtained by the algorithm, it is counted as a success; other-
wise, it is afailure. Then, we calculate the success rate as the
accuracy measurement by averaging over the results from all
N instances. Clearly, the larger the K valueis, the higher the
success rate will be.

To producethe patterns used in diagnosis, for each error, we
find aset of statistically "long” paths through the fixed site and
generate path delay tests for them without considering timing.
These long paths are derived using the fal se-path aware static
statistical timing analysis tool proposed in [15]. Then, robust
or non-robust patterns for testing these paths are produced.

In Table I, as expected, the rates of success increase for
larger K. The number of applied diagnostic patternsis in the
range of afew tens of patterns, depending on the circuit. The
resultsin the table can beinterpreted in the following way: For
example, for s1196, error # 1 and K = 1, 72% of the failing
chip instances can be diagnosed with the correct error location.
For K = 3, three possible error locations are answered for each
failing instance. For 82% of the failing instances, the correct
error location is one of the three suggested locations.

These humbers for K should be compared to the number of
remaining suspect errors after the phase 1 effect-cause anal-
ysis. Usually, hundreds of suspect error locations would still
remain. In other words, our diagnosis algorithm would select
afew locations out of the hundreds of suspects as the potential
answers for the timing error location.

k Defect k Defect
Ckt #1 #2 #3 Ckt #1 #2 #3
s1196 | 1 | 0.79 [ 058 | 0.75 || s1423 | 1 | 0.38 | 0.25 | 0.36
s1238 [ 1 | 0.35 | 0.47 | 0.39 || s1488 | 1 0.62 | 0.64
2 | 050
s5378 [ 1 | 084 [ 0.73 | 0.67 || 9234 | 1 0.18 | 0.19
2 | 055

TABLE IIl: RESULTSGIVEN BY THE MAJORITY OF THE VOTES

Tablelll triesto interpret the diagnosisresultsin Table Il us-
ing the ”Vote By Majority” scheme described in Section 4-3.
In each case, we show the smallest K where the right answer
receives the majority of the votes and also its associated con-
fidence level. With a mgjority vote, we can usualy pinpoint
the right location with a very small K. However, the confi-
dencelevel can be quite low, meaning that in those cases, only
asmall portion of the failing instances agree on finding a sys-
tematic timing error.

8-2. Validation resultsfor crosstalk errors

number of faults Diagnosis Results
Ckt with overlapping satisfying satisfying K=1
timing windows | logiccond. | timing cond.
s1238 20 6 2 100%
s1423 18 10 2 100%
s5378 32 13 4 100%

TABLEIV: VALIDATION ACCURACY FOR CROSSTALK ERRORS

Table 1V shows results on the accuracy of diagnosis for
crosstalk errors. These results are obtained using 10 failing
instances in each case.
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To narrow down the candidate suspect crosstalk location,
we follow a 3-step process proposed in [11]. For example,
for s1238, best- and worst-case statistical analysis found 20
potential crosstalk problems. However, only 6 of them could
be sensitized due to logic constraints and only 2 error sources
could cause any delay effects due to the timing constraints.

Searching for effective patterns to activate the crosstalk er-
rorsisacomplex task dueto the need to satisfy stringent timing
and logic conditions on the victim and aggressor wires. How-
ever, while pattern generation can be adifficult problem, locat-
ing the crosstalk sites seems to be simpler. For example, in al
our test cases the sensitizable crosstalk induced timing errors
could be uniquely diagnosed with K = 1 for al instances. This
result can be due to two reasons: 1) the suspect candidate set
is very small, and 2) the patterns to activate each crosstalk er-
ror are very unique because they need to satisfy strict logic as
well as timing constraints. Based upon our results, we there-
fore conclude that the challenge of timing validation against
a crosstalk problem lies in the test generation of good pat-
terns. If good patterns can be obtained, then since the patterns
are unique to their respective crosstalk errors, diagnosis of the
crosstalk locations is much easier. In this work, we use Ge-
netic Algorithm based ATPG [25] to produce patterns for the
crosstalk error. This approach seems to have ability to strike a
good balance between the quality of produced test patterns and
complexity.

9. Conclusions and Future Work

In this paper, we define and study thetiming validation prob-
lem with respect to systematic errors. We utilize three error
models to illustrate the important concepts and concerns in
timing validation. For modeling type of errors that affect the
timing of the entire circuit, the validation results are obtained
using a new diagnosis algorithm based upon collective failing
behavior. We conclude that for this type of errorsit is diffi-
cult to pinpoint the exact problem source although deciding
that such a systematic error exists is possible. In this case, the
systematic error can be decided even in the presence of other
single-site random-size timing errors.

For structural type of errors, we utilize a different diagno-
sis algorithm applied to the individual failing instances. The
individual results are then combined using voting methods to
obtain thefinal validation answer. We concludethat for valida-
tion against single-site random-sizetiming errors, the accuracy
cannot be guaranteed due to the statistical nature of the prob-
lem and the limitation of the failing sample size. However, in
most cases, our validation methodol ogy remains quite effective
and can pinpoint a small number of candidate error locations
containing the correct answers.

Our work brings up two interesting research problems in
timing validation for the future: 1) How to collect a set of
meaningful error models? and 2) How to use the clock setting
to improve the diagnosis accuracy? In general, timing valida-
tion is a very challenging problem. Results presented in this
paper may inspire many new research directionsin the area.
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