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ABSTRACT

Several emerging nanotechnologies have been displaying the Neg-
ative Differential Resistance (NDR) characteristic, which makes
them naturally support multi-valued logic with a large number of
logic states. Such multi-valued logic with a large number of logic
states can support a native digit-level redundant number system and
hence a native digit-level carry save arithmetic. In this paper we
present a new approach to linear block code based fault-tolerant
arithmetic in NDR nanotechnologies. Specifically, we show how
linear block codes can be used for error checking and error correc-
tion in carry save arithmetic operations. The proposed approach
significantly improves timing and fault-tolerance of arithmetic op-
erations in the highly unreliable nanoelectronic environment. Since
digit-level information redundancy via linear block codes is widely
used for fault tolerant communications and storage systems, the
proposed scheme also unifies the fault tolerance approaches across
arithmetic, interconnection and storage subsystems.

1. INTRODUCTION

Although a single nanotechnology cannot be anticipated to be
dominant with certainty, a number of reasonable predictions can be
made by studying the common features among them [1, 2]. One of
the most important characteristics of all the nanotechnologies is the
high unreliability of the constituent devices. In comparison to the
107° to 1077 failure rates in CMOS technology, the failure rates
in emerging nanotechnologies are projected to be in the order of
102 to 10~ due to their size and frequency characteristics [2, 3].
These highly unreliable nanoelectronic devices elevate aggressive
fault tolerance into an essential characteristic of a system design
[1, 2, 4]. To ensure correct operation in the presence of permanent
and transient faults, concurrent error detection, correction, diagno-
sis and reconfiguration need to be aggressively embedded in future
nanotechnology based systems.

Hardware duplication and comparison is one approach to fault-
tolerance. In this approach, error correction is achieved through a
majority vote among multiple computations. Illustrative fault tol-
erance strategies of this type include R-fold module redundancy
and NAND multiplexing [5]. Since large amounts of computa-
tional resources are available in nanotechnology based systems,
hardware redundancy has been perceived as an attractive approach.
NAND multiplexing [6], the Teramac reconfigurable system [7]
and the embryonics system [8] constitute approaches in this direc-
tion. However, research has shown that, in order to achieve an
acceptable reliability, enormous amounts of hardware redundancy
(in the order of 102 to 10%) might be necessary to cope with failure
rates in the order of 1072 to 107! [3].
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Recomputation in time is an alternative approach to concurrent
error detection and correction to guard against transient faults [9,
10]. Since the computation is performed a second time with the
same unit, this approach requires less hardware overhead. How-
ever, time redundancy based fault tolerance delays the computa-
tion, thereby compromising system performance. Furthermore, it
is not directly applicable to detect permanent faults.

Information redundancy is widely used to implement fault toler-
ance in communication and storage systems. Error detection and
correction are performed by organizing the redundant information
in the data according to a strict algebraic structure. Since arithmetic
operations transform the input data, this strict algebraic structure is
not always preserved. This is especially true for arithmetic oper-
ations in a binary logic system. For example, even in the basic
addition operation, propagation of the carry bits precludes enforce-
ment of a strict structure necessary to perform concurrent error de-
tection and correction. In CMOS technology, several information
redundancy based arithmetic fault-tolerance techniques have been
developed [11, 12].

Carry save arithmetic is a popular logic level technique to speed
up arithmetic operations such as addition, subtraction, constant mul-
tiplication and general multiplication with little or no area over-
head [13]. The carry save technique speeds up an operation by
using a redundant number system to eliminate carry propagation.
Eliminating carry propagation provides an additional advantage in
that it enables information redundancy based fault tolerance. How-
ever, CMOS technology which implements binary logic does not
natively support a redundant number system. Hence, a redundant
number system based carry save arithmetic in a binary system is
typically implemented in an ad hoc fashion where extra binary bits
are provided to artificially add redundancy.

1.1 Motivation

Notwithstanding its unsuitability in CMOS technology, in this
paper we pursue information redundancy as a practical fault tol-
erance technique for arithmetic operations in emerging nanotech-
nologies based on the following observations:

o Negative Differential Resistance (NDR) is an important char-
acteristic of RTD [14] and molecular electronics [15]. These
NDR nanotechnologies naturally support multi-valued logic
with large numbers of logic states. Since multi-valued logic
with such a large number of logic states can support native
digit-level redundant number systems, carry save arithmetic
is ideal for these emerging NDR nanotechnologies. Such an
efficient digit-level redundant number system can also effi-
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Figure 1: Multipeak characteristic of I-V curves of negative
differential resistance nanotechnologies

ciently implement linear block code based carry save arith-
metic for fault tolerance purposes. Recent research has ex-
plored the design of multi-valued logic based arithmetic [16]
and binary logic based carry save addition using 1-out-of-3
codes [11].

e In emerging systems based on nanotechnologies, intercon-
nection becomes dominant. Fault tolerance strategies will be
needed to ensure reliable data transfer. In data communica-
tions theory, linear block codes have been used for reliable
delivery of data between two points. These techniques can
be adapted to support reliable data transfers over unreliable
interconnections in nanotechnologies.

e A unified linear block code based fault tolerance approach to
interconnection, storage and arithmetic subsystems can min-
imize and possibly eliminate encoding/decoding time and the
associated hardware overhead.

In this paper we will show how the large number of logic states
in NDR nanotechnologies can be efficiently used to support fault
tolerance based on the theory of linear block codes. In Section 2
we review the multi-valued logic capability of NDR nanotechnolo-
gies, carry save arithmetic and the theory of linear block codes. In
Section 3, we show first as a running example how a linear block
code based fault tolerance scheme can be used for carry save arith-
metic operators by using carry save addition. We then follow up
this discussion with extensions to other arithmetic operations and
summarize the overall fault tolerance design approach. In Section
4, we demonstrate the error detection and correction capabilities of
the proposed scheme. Finally, Section 5 concludes the paper.

2. PRELIMINARIES
2.1 NDR based Multi-valued logic

Nanotechnologies such as resonant tunneling diodes (RTD) [14],
resonant tunneling transistors (RTT) [14] and molecular electronics
[15] have been investigated for their potential to enable ultra-high
speed and extremely dense circuits. The current-voltage curves in
these nanotechnologies display a large negative differential resis-
tance (NDR) due to their physical characteristics. Figure 1 shows
an example of the multipeak current-voltage curve with five peaks.

5 8 10 7 11

Operand digit in [0, 11
+ 6 7 3 2 11 P J [ ]

11 15 13 9 22

Position sums in [0, 22]

5 3 9 2 Interim sums in [0, 9]
e / v
1 1 1 0 2 Transfer digits in [0, 2]

1 2 6 3 11 2 Sum digits in [0, 11]

Figure 2: Carry save addition supported by a 23-valued NDR
nanotechnology.

The multiple-folded nature of the current-voltage curves in these
NDR nanotechnologies facilitates compact multi-valued logic cir-
cuit implementations. An N-peak NDR device can have NV + 1
states. Due to the high switching speed and the folded nature of the
I-V curves, multi-valued logic with a large number of logic states
has been shown to be of practical importance [17]. Fifteen state
SRAM cells [17], six state counters [18] and multiple-state logic
gates [19] have been designed.

Multi-valued logic implementations in CMOS technologies are
impractical; the individual MVL building blocks require a large
number of devices, and they also operate in the threshold mode,
which results in poor operating speeds and noise margins [14].

2.2 Carry Save Arithmetic

The carry save technique has been developed to cope with the
carry propagation delay problem in arithmetic unit design [20].
Carry save arithmetic uses a redundant number system to absorb
the carry bits, thereby eliminating carry propagation. Thus carry
save arithmetic operations can be performed with a constant delay.

Consider a redundant number system that can represent any num-
ber in the range [0, 2a]. Consider a carry save addition of two
operands in radix r. If the operand digits are limited to [0, «], then
the sum of any two operand digits falls in the range [0, 2a] and can
be represented without any carry digit. Let us denote this sum digit
in the range [0, 2a] as the position sum. The position sum needs
to be translated back into the range [0, «] for any additional pro-
cessing. The position sum is decomposed into an interim sum and
a transfer digit where:

position sum = transfer digit x radix + interim sum

The interim sum digits are in the range [0, » — 1] and the transfer
digits are in the range [0, | (2a)/(r — 1)]]. If

[2a)/(r=1)]+r—-1<a (1

then adding an interim sum digit to a transfer digit yields a final
sum in the range [0, o] without generating any carry.

To clarify the general carry save principle, consider an example
radix r = 10 carry save addition implemented using a 23-valued
NDR nanotechnology as shown in figure 2. In order to eliminate
carry generation and propagation, the operands in this example do
not use the entire representation range supported by the 23-valued
logic. Rather the operands are limited to the range [0, o = 11].
Since inequality 1 holds, the position sum can be decomposed in
such a way that all the digits in the final sum digits are always in
the range [0, 11].
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In binary logic (where r = 2) inequality 1 does not have positive
solutions for a, hence making it infeasible to perform carry save
addition on two operands. Instead, the carry save technique is only
used to reduce the number of operands (typically from 3 to 2) of
multi-operand additions. Three operands can be reduced by carry
save addition into an interim sum and a transfer bits vector. Thus,
carry save adders can be used as an important building block in
binary multipliers.

On the other hand, since NDR nanotechnologies can implement
multi-valued logic with a sizable number of logic states, they can
support redundant number systems that satisfy inequality 1. The
entire addition can then be performed without carry propagation.
Specifically, the carry save technique can speed up the interme-
diate multi-operand addition as well as the final sum calculation.
Furthermore, since multi-valued logic can directly represent the po-
sition sums, it can support linear block code based error detection
and correction in all the steps of the carry save addition. Since the
number of logic states in the multi-valued logic needs to support
the range [0, n X o], the operand range « can be traded off with the
number of operands n in a carry save addition.

2.3 Linear Block Codes

A linear block code C(n, k) encodes a k-digit' dataword into an
n-digit codeword (n > k). The (n— k) redundant digits are used to
enforce the algebraic structure for each valid codeword [21]. The
algebraic structure of a linear block code is based on a finite field
GF(q) of g elements. The field operations of addition, subtraction,
multiplication and division can be performed on the field elements.
A well constructed linear block code can achieve the maximum
fault tolerance capability provided by the redundant information.
For example, a (7, 4) Hamming code is a linear block code with
n = 7 and k = 4 using three digits of redundant information to
provide 2-digit error checking and 1-digit error-correction capabil-
ity for any 4-digit dataword. Linear block codes have been widely
applied in communication systems due to their well-defined struc-
ture and scalability: the level of error detection/correction capabil-
ity can be precisely determined from the structure.

The algebraic property of a finite field GF(q) requires that ¢ =
p™, where p is a prime number and m is a positive integer. The
number of field elements is either a prime number p (i.e. m = 1) or
a power of a prime number p (i.e. m > 1). When m = 1, the field
operations addition and multiplication are identical to arithmetic
addition and multiplication modulo p.

A linear block code C is a subspace of the linear vector space
GF(q)"™. Therefore, each element of C (i.e., an n-digit valid code-
word) is a vector on the finite field GF'(q). Due to linearity, the
linear combination of any two codewords is always a valid code-
word. Since the zero vector is a member in any linear vector space,
it is always a valid code. A codeword can be generated by multi-
plying a dataword with a generator matrix G. The generator matrix
G can be represented in a systematic form of G = [I|P], where I
is the identity matrix and P is a k x (n — k) matrix. The resulting
codeword has the original dataword as its leftmost & digits.

The Hamming distance of two codewords vy and v is the num-
ber of digits that differ between v1 and v>. The Hamming weight
of a codeword v is the number of non-zero digits in it. A basic
lemma shows that, if d is the minimum Hamming weight over all
non-zero codewords in C, then the Hamming distance between any
two codewords must be a multiple of d. The minimum Hamming
distance of any two valid codewords is also d.

The set of vectors that span the vector space orthogonal to C con-

1We use digit instead of bit so as to indicate that the number system
is based on multi-valued logic, rather than limited to binary logic.
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built on GF(23)

Generator Matrix

codeword }
100000 10
OP;= 05810 7 11111 11 01000020
| G= 0010001 30
OP,= 067 3 21110 17 000100 01
/\ ) 00001002

original check !
dataword: symbols: 00000103

in range [0, 11] in range [0, 22]

Check Matrix ~ H '= {22 2120 0 0 0 1 O} G H

0 0 0222120 0 1 defined on GF(23)

Figure 3: An example linear block code on GF'(23). A code-
word is composed of four data digits and two check symbols.

stitutes the check matrix H for C. Since H is the orthogonal com-
plement of G, multiplying a valid codeword by H always generates
a zero syndrome vector. A non-zero result, defined as a syndrome
vector, indicates an invalid codeword and can identify the corre-
sponding valid codeword from a syndrome table. Suppose an error
occurs and changes e digits of a codeword ¢ into ¢’: if e < d, then
the error is detectable since the error vector ¢ cannot be a valid
codeword. If e < |(d — 1)/2], then the error can be corrected as
the codeword with the minimum Hamming distance to ¢’.

3. FAULT TOLERANT CARRY SAVE ARITH-
METIC

In this section we present linear block code based fault-tolerant
carry save arithmetic. We first describe the error checking and error
correction techniques for carry save addition with an example. We
then show how these techniques can be extended to other arithmetic
operations as well. Finally, we outline the general design flow for
building such fault tolerant arithmetic operations.

3.1 Concurrent Error Checking in Carry Save
Addition

Let us return to the running example of figure 2 that is based
on an example NDR nanotechnology supporting twenty three logic
states. It can natively support a redundant number system in the
range [0, 22] based on the finite field GF(23).2 Since the final
sum might be one digit longer than the operands, we extend the
operands by adding a zero to the left.

Figure 3 shows the generator matrix G, the check matrix H and
two codewords. The code symbols are generated by multiplying
the six data digits with G. For example, for the data word OP3, the
first check symbol is obtained as 10 = (6 x 2 + 7 x 3) mod 23
by multiplying it with the second to last column of G. Similarly,
the second check symbol is obtained as 17 = (3 x 1 +2 x 2 +
11 x 3) mod 23 by multiplying it with the last column of G. Since
the generator matrix G is in a systematic form, the left six digits
of the codeword are identical with the dataword and the rightmost
two digits serve as the check symbols. From the linear block code
theory, the validity of a codeword can be checked by multiplying it
with the check matrix H and checking if the result is zero.

As can be seen from the example in figure 2, a carry save addition

2In order to use the algebraic structure to provide error checking,
we need to choose a finite field with a prime number of elements to
construct a linear block code. The prime number 23 serves there-
fore as a suitable illustration.
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Figure 4: Error checking during position sum calculation en-
tails multiplying the check matrix H with the position sum.

21 5 position
2

=}

faulty result F=

(11x21+15x20+21x1) mod 23
Cx H=
(13x2249x21+22x20+5x1) mod 23

(11x2145x20+21x1) mod 23
Fx H=
(13x2249x21+22x20+5x1) mod 19

is performed in three stages:

Stage 1: The position sum is calculated by adding the two operands
digit by digit.

Stage 2: The position sum is decomposed into an interim sum and
the transfer digits.

Stage 3: The interim sum digits and the shifted transfer digits are
added to generate the final sum.

3.1.1 Error checking during the position sum calcu-
lation

Figure 4 explains the error checking during position sum calcu-
lation using the running example. The two 6-digit operands are
encoded into 8-digit codewords. The two 8-digit codewords are
added modulo 23 to generate an 8-digit position sum. The correct-
ness of the position sum calculation can be checked by multiplying
the position sum with the check matrix H and checking if the result
is a zero vector.

Figure 4 also shows the situation when an error occurs in the
third digit of the position sum and changes the correct value 15 to
the faulty value 5. When the position sum is multiplied by the check
matrix H, it yields a non-zero syndrome vector (7, 0), indicating
an error. This syndrome vector can also be used to determine the
correct result using a syndrome table [21].

3.1.2  Error checking the position sum decomposition

In the second stage of a carry save addition, the position sum
is decomposed into the interim sum and transfer digits. This de-
composition does not maintain the algebraic structure of the linear
block code. Therefore, we cannot obtain a valid interim sum code-
word and a valid transfer digit codeword.

However, the position sum is a linear combination of the interim
sum and the transfer digits. Fault tolerance in this stage can be
approached based on this observation. Figure 5 shows the error
checking procedure. The transfer digit vector is shifted right by
one digit and multiplied by the radix to yield a radix vector. The
radix vector is in fact, a digit-by-digit difference between the posi-
tion sum and the interim sum. Hence, the position sum is addition
modulo 23 of the radix vector and the interim sum vector. The in-
terim sum and radix vector are encoded by multiplying them with
the generator matrix G. Error checking and error correction are
then performed by checking whether adding the code symbols in

dataword 3 check symbols
posion sum 0 11 15 13 9 22 ![21 5
o G~ ~_ N
interim sum 015 3 9 217 4 !
S 3@@@
transfer digit 111 0 2 ! mod |
SN G: 23 !
radix vector 0 10 10 10 O 20--~--~‘:->4 1+ 3
[21 s :

Figure 5: Error checking for the position sum decomposition
stage entails checking if codewords for the transfer digits vector
and the radix vector add up to the check symbols of the position
sum.

the interim sum with the code symbols in the radix vector gener-
ates the corresponding code symbols in the position sum.

3.1.3  Error checking the final sum

The final sum is obtained by adding the interim sum with the
transfer digits. Since each interim sum digit is in the range [0,
9] and each transfer digit is in the range [0, 2], every digit in the
final sum is in the range [0, 11]. Since this addition is modulo
23, the algebraic structure of the linear block code is preserved. In
a manner similar to Stage 1, faults in this stage can be detected
by checking the validity of the final sum codewords. This error
checking strategy is summarized in Figure 6.

3.2 Concurrent Error Correction

The error correction capability in the linear block codes is de-
termined by the minimum Hamming distance d between every two
codewords. When an error occurs with e digits changed from a
valid codeword ¢, if e < |(d — 1)/2], then the resultant error vec-
tor ¢’ can be corrected to its nearest valid codeword. Typically,
the implementation of error correction in the linear block code ap-
proach is performed by building up a syndrome table, which stores
the valid codeword for each group of erroneous codewords. By
looking up the resultant syndrome vector in the syndrome table,
errors changing e digits with e < |(d — 1)/2] can be corrected
[21].

3.3 Extension to Other Arithmetic Operations

The proposed technique can be extended to other carry save arith-
metic operations as follows:

17 4 interim sum

transfer digits

.......... -

Check validity b
0 8 ] y by

(1x2242x21+6x20) mod 23 0
Sx H= =
(3x22+11x21+2x20+8x1) mod 23 0
Figure 6: Error checking for the final sum entails multiplying

the check matrix H with the final sum.

Paper 16.2
475



e Subtraction is equivalent to adding the complement of a num-
ber; therefore, the proposed scheme can be directly applied.

e Multiplication with constants is typically implemented as a
collection of shifts-and-adds. Since the error detection and
correction for the shift operation by linear block code is easy
to implement, the proposed scheme can be applied too.

e A general multiplication process uses multi-operand addi-
tions, and is typically implemented by organizing several
carry save addition blocks into a tree structure. Within each
tree node, the carry save addition block can accomplish a
constant delay for the multi-operand addition; thus the total
delay of the multiplication is proportional to the depth of the
tree, which equals the logarithm of the operand length.

The carry save addition block in a multi-operand addition
process performs a reduction on operand number by con-
verting the operands into an interim sum vector and possibly
multiple transfer digit vectors. This process is the same as
the one in Stage 1 and Stage 2, defined in section 3.1. There-
fore, the proposed approach can be applied to provide error
detection/correction capability for these stages as was shown
previously.

In binary systems, the final sum needs to be calculated by
carry propagation additions, since the number system cannot
reduce the number of operands from two to one. However,
under the multi-valued logic environment, the final sum can
be also calculated with carry save addition as Stage 3 of the
example in section 3.1. Therefore, carry propagation can be
eliminated in the entire multiplication process; thus the pro-
posed fault tolerance scheme not only can be applied, but
also will benefit the general multiplication operation.

3.4 Putting it all together

First, a finite field GF(q) is identified as a basis for the linear
block code. The number of elements in the field, ¢, should be a
prime number greater than the maximum possible value for the po-
sition sum digits. The arithmetic operations are then identical to
operations modulo q. The largest value in the redundant number
representation supported by the underlying nanotechnology should
also exceed q.

The algebraic field structure of the resulting linear block code
is used for error detection and correction during these arithmetic
operations. Various levels of fault tolerance can be embedded into
a system based on the expected defect rate by using an appropriate
generator matrix . Research in algebraic coding has provided
methods to construct G to check and correct a specified rate of
errors [21].

The check matrix H is generated as the orthogonal complement
of G. If G is systematic, the resulting codeword always contains
the original dataword as its prefix. To encode, a dataword vector
is multiplied by G modulo q. Similarly, a codeword is checked by
multiplying it with H modulo ¢ and checking if it yields a zero syn-
drome vector. A non-zero syndrome vector can also be compared
to a syndrome table for error correction.

Figure 7 shows this overall flow of incorporating fault tolerance
into the carry save addition. In Stage 1, the two operands are en-
coded using G. The resulting operand codewords are added modulo
q to form a position sum codeword. This stage is checked by vali-
dating the position sum codeword using H. In Stage 2, the position
sum is decomposed into the interim sum and the transfer digits. In
order to check the correctness of this procedure, the transfer digits
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Figure 7: Fault tolerant carry save addition

are right-shifted one digit and multiplied by the radix to form the
radix vector. The check symbols for the radix vector are added to
the check symbols of the interim sum modulo ¢ and compared with
the check symbols of the position sum. In Stage 3, the check sym-
bols for the transfer digit vector are calculated using G and the final
sum codeword is generated by adding the interim sum codewords
and the transfer digits codewords modulo q. Error checking in this
stage is performed by testing the validity of the final sum codeword
using H.

While the encoding operation of a linear block code consists of
multiplying a dataword vector with the generator matrix G, the
error checking operation entails multiplying a codeword with the
check matrix H. The hardware for encoding and error checking
needs to implement a field multiplication of a vector with a ma-
trix using the basic field addition and field multiplication between
field elements. Since there are only g X ¢ possibilities for each
field operation on GF'(q), the field addition and field multiplica-
tion can be easily implemented with negligible hardware overhead.
A straightforward approach consists of storing all ¢ X ¢ results in a
multi-valued ROM-based look up table. Furthermore, such encod-
ing and error checking hardware is common across communication,
storage and arithmetic subsystems; thus the hardware overhead is
amortized across all these subsystems.

The major operation of error checking in every stage consists of
the multiplication of a vector with the matrix G or H: in stage I,
the codeword of the position sum is multiplied with H to check
for its validity; in stage 2, the check bits of the interim sum and
the radix vector are calculated by multiplying the corresponding
dataword with G} in stage 3, the dataword of the transfer digits is
multiplied with G to generate check bits and the codeword of the
final sum is multiplied with H to conduct a validation check.

In terms of computation latency, multiplying an n digit vector
with a matrix is the bottleneck. Multiplying an n digit vector with
each column of a matrix consists of: n 2-operand multiplications
followed by an m-operand addition. The n multiplications can be
performed in parallel in one cycle. These n results are then added
using a binary tree structure, where the leaves are the results of the
n multiplications and the root denotes the final sum. The latency
of this binary tree based addition is O(log n). The process of error



checking using a linear block code does not interfere in the critical
path of the arithmetic operations. Therefore, although the check-
ing result might be delayed by a few clock cycles, the checking
operation in itself does not affect the overall system performance.

4. ERROR CHECKING CAPABILITY

It is difficult to justify and verify the error detection/correction
capability of any fault-tolerance technique proposed for nanotech-
nologies, since convincing experimental data are not available at
this current research stage. However, with well-structured informa-
tion redundancy approaches such as linear block codes, it is possi-
ble to provide a formal proof, not only to validate, but also thus
to precisely quantify its fault tolerance capability. Therefore, even
despite the lack of knowledge regarding the implementation details
of the underlying nanotechnologies, the fault tolerance level of the
proposed scheme can be securely guaranteed.

In this section, we provide such a formal proof to show that the
proposed technique can guarantee a predefined (d — 1)-fault detec-
tion capability in the carry save addition operation. Since a carry
save addition can be divided into three stages as described in the
previous section, the proof is constructed by validating the error
checking capability in each stage. We first outline some prelimi-
naries and setups for the proof; subsequently, the validation of the
three stages is shown in three separate subsections.

Assuming we apply a linear block code C with the minimum
Hamming distance d between any two codewords; then

Vei,c2 €C, |01 —02| >d.

The information redundancy in C should provide a (d — 1)-error
checking capability. We will show that, in each of the three stages
of the carry save addition, any error that changes fewer than d digits
of the result can be detected by the proposed scheme.

Assume in the carry save addition, the operand digits to be within
the range [0, a]; then the position sum digits are within the range [0,
2a]. Suppose the linear block code is constructed on GF'(q), where
q is a prime number > 2a. Let us denote the dataword, codeword
and check symbols for a vector v as D(v), C(v) and K (v), respec-
tively. The encoding process using a generator matrix G = [I|P]
can be expressed by K (v) = D(v) x P and C(v) = D(v) x G.
Since G is constructed in a systematic form, each codeword has its
dataword as a prefix. Therefore, C(v) = [D(v)|K (v)].

4.1 Validation of Error Checking for the Posi-
tion Sum Calculation

A position sum codeword C(ps) = C(OP1) + C(OP>) is cal-
culated by adding the codewords of the two operands. Since the
arithmetic addition is identical to the field addition, the resultant
vector remains a valid codeword, i.e., C(ps) € C. When an error
occurs and changes e digits of C'(ps), where e < d, we claim that
the faulty position sum codeword is invalid, i.e.,

C'(ps) ¢ C.

This is because |C’(ps) — C(ps)| = e < d, C(ps) € C. Since the
minimum Hamming distance between any two codewords in C is
d, if C'(ps) € C, we would have

|C' (ps) — C(ps)| > d > e,

a contradiction.

Therefore, C’ (ps) cannot be a codeword in C. The check in this
stage performed with H will justify C'(ps) ¢ C with a nonzero
syndrome vector.

4.2 Validation of Error Checking for the Posi-
tion Sum Decomposition

The dataword part of the position sum, D(ps), is split into two
parts: the interim sum dataword D(is) and the transfer digits data-
word D(td).

D(td) is used to deliver the radix vector dataword D(rv) and
the relationship D(ps) = D(is) + D(rv) holds.

K(is)+ K(rv) = D(is) x P+ D(rv) x P
= (D(is) + D(rv)) x P
= D(ps) x P
= K(ps)

Error checking in this stage is performed by checking the equality
relationship:

K(ps) = K(is) + K(rv). (2)

Suppose when a fault occurs, the position sum dataword D(ps)
is split into the erroneous D’(is) and D’ (td). When

D'(is) — D(is) = e1, D' (td) — D(td) = es,e1 +e2 < d
holds, we want to show that
K(ps) # K'(is) + K'(rv) 3)

thus implying that the check in equation 2 does detect the fault.
Since the check symbols K'(is) and K'(rv) are generated by
D'(is) x P and D'(rv) x P, we have

[D'(is)|K'(is)] € C
and
[D' (rv)|K'(rv)] € C.

[D’ (ps)| K’ (ps)] is the linear combination of the above two code-
words under field addition; therefore, [D’ (ps)| K’ (ps)] € C.

Since | D' (td)—D(td)| = e2 and D' (rv) is derived from D’ (td)
digit by digit, | D’ (rv) — D(rv)| = e.

Since
| D' (is) — D(is)| = e1
|D' (rv) — D(rv)| = e2
D'(is) + D'(rv) = D'(ps)
D(is) + D(rv) = D(ps)
We have:

0 < |D'(ps) — D(ps)| < e1 +e2 < d.

Since the error actually occurs in the transfer digits, and D’ (rv) is
derived by multiplying D’ (td) with the radix r, then

|D'(ps) — D(ps)| # 0

D'(rv) + D'(is) = D' (ps) # D(ps)
Suppose K’ (is) + K'(rv) = K’ (ps); if we can show
|K' (ps) — K(ps)| > 0
then inequality 3 holds since
K'(ps) # K(ps)
In fact,
|[D' (ps)| K’ (ps)] — [D(ps)| K (ps)]| 2 d-
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since we have [D'(ps)|K’(ps)] € C and [D(ps)|K(ps)] € C,
from the above proof, we have:

0 < |D'(ps) — D(ps)| < d,
thus
|K' (ps) — K(ps)| > 0
and the check in equation 2 can detect the fault.

4.3 Validation of Error Checking for the Final
Sum

In the third stage, the final sum vector is calculated by adding the
codewords of the interim sum and the transfer digit vector. Since
the error checking mechanism in this stage is identical to the one
in the first stage, the proof of stage 1 can be applied to this stage
directly.

5. CONCLUSIONS

The proposed scheme achieves fault tolerance in arithmetic op-
erations via information redundancy. The same strategy has been
widely used for fault tolerance in interconnection and memory sub-
systems. Within such a unified fault tolerance system, data are
stored, transmitted and calculated using linear block codewords.
The same error checking/correction unit can be used to provide
fault tolerance for the different components and during distinct op-
erations of the system.

By using a linear block code generated by a systematic generator
matrix, the proposed scheme achieves concurrent error checking
without introducing any delays in the critical path of the arithmetic
operation. Error checking is performed on the check symbol part
of a codeword and does not interfere with the calculation of the
datawords. Therefore, the advantage of fast addition with constant
delay provided by carry save arithmetic can be fully preserved.

The proposed approach provides flexibility to adjust the fault tol-
erance and redundancy levels in two ways. First, different levels of
fault tolerance can be achieved by constructing linear block codes
with a desired Hamming distance. Second, tradeoffs can be made
between the amount of decode/encode hardware and error checking
delay.

The proposed technique utilizes the multi-valued logic support
in nanotechnology, yet does not depend on the specific underly-
ing technology in the implementation of the multi-valued logic. As
a rather general approach, it can be applied to any nanotechnology
that supports multi-valued logic, possibly based on the negative dif-
ferential resistance (NDR) characteristic.
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