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Abstract 

A new technique for diagnosis of faults in the interconnects 
and logic blocks of an arbitrary design implemented on an 
FPGA is presented. This work is complementary to 
application-dependent detection methods for FPGAs. This 
technique can uniquely identify any single bridging, open, 
or stuck-at fault in the interconnect as well as any single 
functional fault in the logic blocks. The number of test 
configurations for interconnect diagnosis is logarithmic to 
the size of the mapped design, whereas logic diagnosis is 
performed in only one test configuration.  

1. Introduction 
SRAM-based Field Programmable Gate Arrays 

(FPGAs) are two-dimensional arrays of configurable 
logic blocks (CLBs) and programmable switch 
matrices, surrounded by programmable input/output 
blocks on the periphery. FPGAs are widely used in 
many applications such as networking, storage 
systems, communication, and adaptive computing, due 
to their reprogrammability, flexibility, and reduced 
time-to-market.  

The reprogrammability of FPGAs results in faster 
design and debug cycle compared to Application-
Specific Integrated Circuits (ASICs). However, once 
the design is finalized and fixed, the programmability 
becomes useless and costly. This is why FPGAs are 
very costly for high volume fixed designs compared to 
ASICs. Nevertheless, the reconfigurability of FPGAs 
can be readily exploited for defect tolerance at 
manufacturing level as well as fault tolerance for user 
applications. 

Application-dependent testing of FPGAs can be 
used by the manufacturer for defect tolerance in order 
to increase the manufacturing yield [Xilinx EasyPath] 
which in turn results in cost reduction. This is based 
on the fact that some FPGA chips that do not pass the 
application-independent test may be still usable for a 
particular design. In this case, the defects are located 
in some areas of the chip not used by that design. This 
application-specific test flow improves the 
manufacturing yield, and hence, reduces the costs for 
high-volume fixed designs.  

During system operation, application-dependent test 
and diagnosis play a major role in online self-repair 

schemes for fault tolerant applications [Huang 01]. In 
these applications, the existence of faults in the system 
is first identified and faulty resources are precisely 
diagnosed afterwards. Then, the design is remapped to 
avoid faulty resources. Because test and diagnosis 
procedures are performed during system operation 
(online), the number of test vectors and configurations 
must be minimized. Note that the test time is 
dominated by loading test configurations rather than 
applying test vectors. 

In this paper, application-dependent diagnosis 
techniques for logic and interconnect resources are 
presented. For interconnect diagnosis, the 
configuration of used logic blocks are modified, and 
the configuration of the interconnects remains 
unchanged. Any single fault (open, stuck-at, or 
bridging fault) in the interconnects can be uniquely 
identified in a small number of test configurations. For 
logic diagnosis, the configuration of used logic blocks 
remains unchanged while the configurations of the 
interconnect resources and unused logic blocks are 
modified. Any single functional fault, inclusive of all 
stuck-at faults, in logic blocks is precisely diagnosed 
in only one test configuration. As shown in this paper, 
these single-fault diagnosis techniques can be extended 
for multiple faults diagnosis. 

Recently, the notion of reconfigurable molecular 
computing at nano scale has been introduced which 
share lots of similarities with conventional FPGAs 
[Collier 99][DeHon 03] [Goldstein 02]. Since these 
devices are more vulnerable to defects at 
manufacturing and during system operation, defect and 
fault tolerant techniques are essential parts of these 
systems. Since the presented techniques are suitable 
for very large designs, they can be used as detection 
and diagnosis steps for defect and fault tolerance of 
reconfigurable molecular computing systems. 

The rest of this paper is organized as follows. In 
Sec.2, the previous work is presented. In Sec. 3, the 
diagnosis technique for interconnect faults is 
presented. In Sec. 4, the diagnosis method for faults in 
logic blocks is presented. Finally, Sec. 5 concludes the 
paper. 

2. Previous Work 
Application-independent (manufacturing) testing of 

FPGAs has been described in [Abramovici 00] 
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[Doumar 99] [Huang 98] [Michinishi 96] [Renovell 
00] [Stroud 98, 96] [Sun 00] [Tahoori 03a]. These 
approaches target faults in the entire FPGA to ensure 
functionality of the device for any possible user 
configurations. Application-dependent testing of 
FPGAs has been addressed in [Das 99][Quddus 99] 
[Krasniewski 99, 02] [Renovell 01] [Harris 00a]. 

Diagnosis of faults in FPGA logic blocks has been 
discussed in [Abramovici 00][Inoue 98][Mitra 
98][Stroud 97][Wang 97]. Diagnosis of faults in the 
FPGA interconnects has been addressed in [Das 99] 
[Harris 00b][Huang 96] [Liu 95] [Lombardi 96] 
[Yinlei 98]. A survey of detection, diagnosis, and fault 
tolerance techniques for FPGAs has been presented in 
[Doumar 03]. 

[Renovell 01] presents a new FPGA architecture 
with design for testability features. In the technique 
presented in [Das 99], every CLB used in the mapped 
design is reconfigured as transparent logic followed by 
flip-flips in order to construct scan chains. Also, 
fanout branches of a net are tested in different test 
configurations, i.e. dependent logic cones are tested in 
different configuration, resulting in a few number of 
test configurations. Due to complexity of configuration 
generation algorithm, it cannot be applied to large 
designs. 

3. Interconnect Diagnosis  
The interconnect resources in FPGAs can be 

categorized as inter-CLB and intra-CLB resources. 
Inter-CLB routing resources provide interconnections 
among CLBs. Inter-CLB resources include 
programmable switch blocks and wiring channels 
connecting switch blocks and CLBs. Intra-CLB 
resources are located inside each CLB. Intra-CLB 
interconnects include programmable multiplexers and 
wires inside CLBs. Diagnosing faults in inter-CLB 
routing resources is addressed in this section. For 
inter-CLB interconnect test and diagnosis, the 
configuration of routing resources remains unchanged 
while the configuration of logic resources is modified. 
Test and diagnosis of intra-CLB interconnects along 
with logic resources are discussed in Sec. 4. For this 
purpose, the configuration of used logic resources 
(inclusive of intra-CLB interconnects) is kept 
unchanged whereas the configuration of inter-CLB 
interconnects as well as unused logic resources are 
changed. 

The separation between inter-CLB and intra-CLB is 
made because in contemporary FPGAs the 
programmable logic resources are not limited to LUTs; 
other logic resources such as carry generation/ 
propagation logic and cascade chains are included in 
CLBs.  For inter-CLB interconnect test and diagnosis, 
these logic elements, if used in the original 

configuration, will be bypassed. This is discussed in 
the following subsections in details. 

3.1 Single-Term Logic Networks 
A single-term function is a logic function which has 

only one minterm or only one maxterm. In other 
words, the value of only one term in the truth table is 
different from the value of all other terms. The general 
form of a single-term function is a logic OR or logic 
AND function with some inversions (not necessarily) 
at the inputs and/or the output. The input 
corresponding to this specific minterm (or maxterm) is 
called the activating input. For a single-term function, 
if the applied input vector is the activating input, all 
sensitized faults are detected. An example is shown in 
Fig. 1, which is an OR function with inversions at the 
second and fourth inputs. This function has only one 
maxterm. Since the activating input (0101) is applied, 
A/1 (A stuck-at 1 fault), B/0, C/1, and D/0 are detected. 
Moreover the bridging faults between A and B (ABFB), 
ABFD, BBFC, and CBFD are also detected. 

This interesting testing property holds for any 
network of single-term functions. Consider a network 
of single-term functions N, and the input pattern V. If 
the values appear at the inputs of each gate (single-
term function) are the activating inputs of that single-
term function, all activated faults are detected. In other 
word, for each net n with value Vn, n stuck-at Vn′  is 
detected, and for each pair of nets, ni and nj, with Vni ≠ 
Vnj, the bridging fault between ni and nj is detected 
[Tahoori 03b, 03c]. 

 
 

D 

C 

B 

A 

F 

F = A+B′+C+D′ 

+ 

1 

0 

1 

0 

0 

 
Figure 1.  A single-term function with activating input 

pattern 

For sequential networks, the extra requirement is to 
set the preset value of each flip-flop to the value of the 
activating input corresponding to its data input net. In 
other words, the initial state of the circuit should be 
the same as the combinational circuit (if each flip-flop 
is replaced by a wire) with the conditions described 
above. In this case, the required number of test clock 
cycles is equal to the maximum sequential depth of the 
network. The test vector must remain unchanged 
during all these test clock cycles. This condition 
guarantees that the value captured in the first flip-flop 
rank will be propagated and observed at the primary 
outputs. An example of a sequential circuit with 
single-term functions which satisfies all these 
conditions is shown in Fig. 2. The preset values of the 
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flip-flops are also shown. Here, two test clock cycles 
must be applied and the test vector (1101) must remain 
unchanged during these two clock cycles. 
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Figure 2.  A sequential logic network of single-term 
functions 

3.2. Test Configuration Generation 
As explained in Sec. 3.1, single-term functions 

guarantee the detection of all activated faults. 
However, some mechanism is required to activate 
faults with respect to the fault list. We implement 
single-term functions in all used LUTs in the design. 
The question of which single-term function to 
implement in each LUT is addressed in this section, 
which gives us test configurations for inter-CLB 
interconnect testing. 

Here, the idea of bus interconnect testing is used for 
activating the faults. In conventional board-level 
interconnect testing, only log2(M+2) test vectors are 
used for testing all possible stuck-at, open, and pair-
wise bridging faults for M interconnect bus lines 
[Kautz 76][Goel 82][Jarwala 89], provided that each 
bus is directly controllable and observable. Figure 3 
shows the test vectors for 6 bus lines (log2(6+2) = 
3). These vectors can be converted to the activating 
inputs of LUTs implementing single-term functions. 
Note that if the values of all input nets and the output 
net for an LUT are known, the single-term function to 
be implemented in that LUT is also known.  

Since these test configurations target faults in inter-
CLB interconnect, all additional logic resources in 
CLBs, if used, will be bypassed. Hence, CLBs are 
configured as LUTs followed by flip-flops (if those 
flip-flops are originally used in the user 
configuration). Here, we assume that nets extend from 
an LUT output to LUT input(s). 

The pseudo code for the test configuration 
generation algorithm is shown in Fig. 4. These set of 
test configurations guarantee the detection of all stuck-
at, open, and bridging faults (all pairs) in the 
interconnects. Since this technique detects all possible 
pair-wise bridging faults, there is no need to extract 
probable bridging fault list from the layout information 
using time-consuming inductive fault analysis 
methods. However, the number of test configurations 

can be further reduced if a particular fault list is used, 
since the number of test configurations is in 
logarithmic order of the number of faults in the fault 
list.  

 

0 0 1 
0 1 0 
0 1 1 
1 0 0 
1 0 1 
1 1 0 

 
Figure 3. Complete test set for 6 buses 

 
1. N ← number of nets in design 
2. for each log2(N+2) counting sequences do 
3. vi ← value of net ni in the code 
4. if ni is a primary input then 
5.     vi is the corresponding bit for test vector 
6. for each LUT l in the design do 
7.     nl

1,…,nl
m ← inputs of LUT l 

8.     nl
o ← output of LUT l 

9.     Fl ← single-term function with 
10.        Activating inputs vl

1,…,vl
m and output vl

o 

11.        if LUT l is driving a flip-flip f then 
12.            preset value of f ← vl

o 

Figure 4. Test vector and configuration generation 
algorithm 

As an example, consider a design shown in Fig. 5 
with 4 LUTs and 12 nets. Figure 6 shows the test 
vectors and configurations generated using the above 
algorithm for this design. The values of activating 
inputs for the LUT in each test configuration are also 
shown. 
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Figure 5.  A design with 4 LUTs and 12 nets  

3.3. Diagnosis Procedure 
Assume that the outcome of each test configuration 

at the tester is a pass/fail result, i.e. the worst case 
condition is considered in which no further 
information regarding the failing outputs or test clock 
cycles is available. Note that this problem is different 
from conventional diagnosis approaches for bus 
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interconnects in which all nets are fully observable 
[Kautz 74][Wagner 87][Shi 95]. This special diagnosis 
problem in which all (internal) nets have full 
controllability (using single-term functions, it is 
possible to set any desirable value to each net) but 
limited observability (instead of observing the value of 
each net, only the pass/fail outcome can be obtained). 
Having considered this assumption, to precisely 
diagnose one single fault out of n distinct faults, at 
least log2n pass/fail outcomes are required. 
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Figure 6.  Test vectors and configurations for the circuit 
shown in Fig. 5 

Diagnosis procedures are categorized into adaptive 
and non-adaptive approaches. In an adaptive 
procedure, the choice of the next step (test 
configuration) is based on the pass/fail outcome of the 
previous step. In a non-adaptive procedure, all steps 
are performed first (all test configurations applied and 
tester outcomes are gathered) and the faulty elements 
are determined based on the failing pattern. The failing 
pattern for m test configurations contains m bit, each 
bit position is 1 if and only if the corresponding 
configuration fails at the tester. 

Non-adaptive approaches are preferable over 
adaptive ones since the total test application time for 
non-adaptive procedures are typically smaller than that 
for adaptive ones.  

The following subsections describe the proposed 
diagnosis procedures based on various fault models. 

3.3.1 Diagnosis of Stuck-at faults 
A circuit with n nets has 2n stuck-at faults. Based 

on the above assumption, in order to uniquely identify 
any single stuck-at fault at least log22n = 1 + log2n test 
configurations are required.  

For example, consider the circuit shown in Fig. 5 
assuming that there is a stuck-at-0 fault on net n9. 
Using four (log212) test configurations presented in 
Fig. 6, the failing pattern is 1001 (first and fourth test 
configurations fail while second and third pass) which 
uniquely codes n9 (9) in (4-bit) binary representation. 
Note that no two stuck-at-0 faults have the same fault 
pattern. However, the failing pattern for n6 stuck-at-1 
(1001) is exactly the same for n9 stuck-at-0. This is 
why one extra test configuration is required to 
uniquely diagnose all stuck-at-0 and stuck-at-1 faults. 
This extra test configuration activates only stuck-at-1 
faults. Based on the outcome of this test configuration, 
it can be determined if the failing pattern is encoding 
stuck-at-1 or stuck-at-0 faults. The diagnosis 
procedure for single stuck-at faults is as follows. Note 
that this procedure is non-adaptive. 

 
1. The first configuration is all_OR in which the 

activating inputs for all LUTs are all-0 (all LUTs 
implement the OR function). This configuration 
activates all stuck-at-1 faults.  

2. The remaining log2n configurations are the 
same as Sec. 3.2 (the algorithm presented in Fig. 4).  

2.1. If the first configuration doesn’t fail, the failing 
pattern for the remaining log2n  configuration 
uniquely identifies the net with stuck-at-0 fault.  

2.2. Otherwise, if the first configuration fails, the 
complement of the failing pattern of log2n  
configurations identifies the net with stuck-at-1. 

 
For example if there is n7 stuck-at-1 fault in the 

circuit shown in Fig. 5, the first configuration fails 
(since activates any stuck-at-1 fault), and the failing 
pattern for the next 4 configurations is “1000”, whose 
complement (0111) codes n7 (7).  

3.3.2 Diagnosis of Open faults 
An open fault on a net can be detected by testing for 

both stuck-at-0 and stuck-at-1 faults on that net. In 
other words, an open fault behaves as both stuck-at-1 
and stuck-at-0 faults on the same net [Goel 82]. 

As mentioned in Sec. 3.3.1, the first step of stuck-at 
fault diagnosis consists of the all-OR test 
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configuration. If the all-AND configuration (the dual 
of all-OR) is also applied and both of them fail, it can 
be concluded that there is an open fault (based on 
single fault assumption). In this case, by applying the 
remaining log2n, the failing pattern uniquely 
identifies the net with open fault 

However, if none of the all-OR and the all-AND 
configurations fails, it can be concluded that the fault 
is neither stuck-at nor open. Hence, it should be a 
bridging fault (since no bridging fault is activated in 
either the all-OR or the all-AND configurations). This 
situation is addressed in the next subsection in more 
details.  

3.3.3 Diagnosis of Bridging faults 
The bridging fault list for a circuit with n nets 

contains n(n-1)/2 distinct pair-wise bridging faults. 
Hence, at least log2[n(n-1)/2] ≈ 2log2n – 1 test 
configurations are required for single bridging fault 
diagnosis. 

The presented technique in this section is an 
adaptive approach in which the determination of the 
next test configuration depends on the pass/fail 
outcome of the previous test configuration. 

Theorem. For n nets, w0, …, wn, 2log2n – 1 
adaptive steps can precisely identify any single two-
net bridging fault. 

Proof. It is based on an induction on the number of 
nets. For the sake of simplicity, assume n is a power of 
two (the proof holds for any arbitrary value for n).  

The first step sets w0, …, wn/2-1  (subset 1) to 0 and 
wn/2, …, wn  (subset 2) to 1. This activates (n/2)(n/2) = 
n2/4 of bridging faults and the remaining n(n-1)/2 – 
n2/4 = n2/4 – n/2 faults are not activated.  

If this step fails (i.e. there is a bridging fault 
between a net in subset 1 to a net in subset 2), the left 

sub-tree is a complete binary tree to uniquely identify 
one of n2/4 faults in other log2 (n2/4) = 2 log2n – 2 
steps (using binary search). 

0 0 1 1 
n0n1n2n3 

0 0 0 1 0 0 0 1 

0 1 0 1 0 1 1 0 

P F 

P F P F 

P F P F 

(n0,n3) (n1,n3) (n0,n2) (n1,n2) 

(n2,n3) (n0,n1) 

Figure 7.  Adaptive steps for 4 nets: 3 steps 

Otherwise, the fault is either within subset 1 {w0, 
…, wn/2-1} or subset 2 { wn/2, …, wn }. Diagnosing 
faults in subset 1 corresponds to the original problem 
with n/2 nets. Also, search within subset 1 is similar to 
search within subset 2 and can be performed in 
parallel. Hence, the right sub-tree can be constructed 
from the tree obtained from the solution to the problem 
of size n/2, and the duplication of the patterns (the first 
half corresponds to subset 1, and the second half 
corresponds to subset 2) at each node of that tree 
(recursive construction).  Based on the step of the 
induction, this sub-tree has a depth of 2log2(n/2) – 1 = 
2log2n – 3. However, since the pattern at each node is 
a duplication of that for n/2 nets, each leaf corresponds 
to two faults, one in subset 1 {w0, …, wn/2-1} and the 
other one in subset 2 {wn/2,…, wn }. Hence, an 
additional step is required to distinguish between the 
two faults at each leaf (by activating only one of those 
two). 

It has been shown that each sub-tree has a depth of 
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Figure 8.  Adaptive steps for 8 nets: 5 steps 
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2log2n – 2, so the depth of the decision tree is 2log2n – 
1. Moreover, each leaf correspond to one unique 
bridging fault. Figure 7 shows the decision tree for 4 
nets, which can be used as the basis for the induction. 
Hence the proof is complete. � 

The example for the formation of the tree for 8 nets 
is shown in Fig. 8. The right sub-tree is the tree for 4 
nets (Fig. 7) in which the pattern at each node is 
duplicated (shaded in this figure), followed by an 
additional step.  

Note that the lower bound on the depth of a 
decision tree with m leaves (outcomes of a decision) is 
log2m. In this problem, the number of possible 
outcomes is n(n-1)/2, hence the lower bounds on the 
number of steps is  log2 [n(n-1)/2] ≈ 2log2n – 1. Since 
the presented approach meets the lower bound, it is the 
optimum algorithm in terms of the number of required 
steps. 

The patterns in the decision tree can be converted to 
the activating input values for LUTs to obtain test 
vectors and configurations in the similar way 
presented in Sec. 3.2. 

3.3.4 Overall Diagnosis Procedure 
The pseudo code for the entire detection and 

diagnosis flow is shown in Fig. 9. The pass/fail 
outcomes of the all-OR and the all-AND test 
configurations determine the type of fault, namely 
stuck-at-0, stuck-at-1, open, and bridging faults. In the 
worst case, the total number of test configurations is 
equal to 3log2n + 1 to detect all open, stuck-at, and 
bridging faults, as well as diagnosis of all single faults. 

 
1. Apply log2n test configurations (Sec. 3.2) 
2. Obtain failing pattern P = p0…plog2n  
3. if diagnosis is required then 
4. Apply all-OR configuration COR 
5. Apply all-AND configuration CAND  
6. if PORPAND  = 01 then 
7.    P corresponds to net with stuck-at-0 fault 
8. else if PORPAND  = 10 then 
9.    P′ corresponds to net with stuck-at-1 fault 
10. else if PORPAND  = 11 then 
11.    P corresponds to net with open fault 
12. else /*PORPAND  = 00 */ 
13.    Apply 2log2n – 1 adaptive steps to  
           diagnose bridging fault (Sec. 3.3.3) 

Figure 9.  Pseudo code for the detection and diagnosis 
flow 

After faulty nets are diagnosed, if the exact failing 
interconnect resources (line segment or programmable 
switch) are required to be identified, similar 
techniques to those presented in [Tahoori 02] can be 
exploited afterwards. 

3.4. Results 
Consider an FPGA with N LUTs, such that each 

LUT has K inputs. The maximum number of nets for 
any designs to be mapped into this FPGA is N×(K+1). 
This means that one separate net is associated with 
every input and the output of each LUT in the FPGA. 
Using this upper bound on the number of nets, the 
upper bound on the number of test configurations for 
both detection and diagnosis is:  

Maxconfigs = 3log
2
[N×(K+1)+2]+1. 

Table 1 shows upper bounds on the number of test 
configurations for the largest designs mapped into 
Xilinx Virtex II FPGAs [Xilinx 03]. Note that these 
LUTs have 4 inputs (K = 4). The column denoted by 
“Max Bridging Faults” shows the number of all pair-
wise bridging faults associated with the maximum 
number of nets. 

As mentioned before, the number of test 
configurations for bridging fault diagnosis can be 
reduced if a smaller fault list is used. Note that a 
considerable number of n(n-1)/2 bridging faults (in a 
design with n nets) cannot happen based on physical 
layout information using inductive fault analysis (IFA) 
techniques [Ferguson 88]. If such faults are removed 
from the fault list, the number of test configurations 
can be reduced in a logarithmic scale. 

 
Table 1.  Maximum number of test configurations for 

Xilinx Virtex II FPGAs  

Device 
Name LUTs Max 

Nets 

Max 
Bridging 

Faults 

#Config 
(detect& 

diagnosis) 
XC2V40 516 2580 3.3 M 37 
XC2V80 1024 5120 13.1 M 40 
XC2V250 3072 15360 118 M 43 
XC2V500 6144 30720 472 M 46 

XC2V1000 10240 51200 1310 M 49 
XC2V1500 15360 76800 2949 M 52 
XC2V2000 21504 107520 5780 M 52 
XC2V3000 28672 143360 10276 M 55 
XC2V4000 46080 230400 26542 M 55 
XC2V6000 67584 337920 57095 M 58 
XC2V8000 93184 465920 108540 M 58 

 

4. Logic Block Diagnosis 

4.1. Linear Compactor for Diagnosis 
For logic block (including intra-CLB interconnects) 

testing and diagnosis, the configuration of the original 
used logic blocks is preserved while the configuration 
of interconnects and unused logic blocks are changed 
to exhaustively test and diagnose all used logic blocks.  
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The idea of application-dependent logic block 
testing is presented in [Tahoori 04]. In this technique, 
a linear feedback shift register (LFSR) or a binary 
counter is connected to the inputs of all used logic 
block generating test vectors. The outputs of all these 
logic blocks are connected to a response compactor 
(e.g. an XOR tree) to generate the pass/fail signal. The 
LFSR and the XOR tree are implemented in the 
available unused logic blocks. Since the LFSR 
generates all possible patterns (2n patterns for an n-
input logic block) and the XOR tree propagates any 
single fault to its output, any single functional fault in 
the used logic blocks will be propagated to the output 
of the XOR tree and will be detected. Functional faults 
are any faults that change the truth-table of an LUT, 
including stuck-at faults. An example of this scheme is 
shown in Fig. 10. 
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Figure 10. Application-dependent self-test architecture for 
logic blocks 

However, the classical XOR tree doesn’t provide 
any diagnosis capabilities. In order to improve the 
diagnostic resolution of this scheme, combinational 
compactor based on error correcting schemes can be 
exploited instead of the XOR tree. If a compactor with 
more than one output is used and logic block outputs 
are selectively connected to the compactor outputs 
(through the network of XOR gates), the failing 
pattern at the outputs of the compactor can identify 
failing logic block(s). Since exhaustive test patterns 
are applied to the inputs of each logic block, the exact 
faulty resource(s) inside the failing logic block(s) 
(LUT, flip-flop, intra-CLB interconnects, etc) can be 
uniquely diagnosed based on a fault dictionary.  

The compactor circuitry can be represented as a 
binary parity matrix (matrix with only 0s and 1s) with 
n rows and m columns. Each row of the matrix 
corresponds to a logic block output and each column 

corresponds to a compactor output. The entry in row i 
and column j of the parity matrix is 1 if and only if the 
jth compactor output depends on the output of the ith 
logic block; otherwise, the entry is 0.  The XOR tree 
can be represented by a vector (an n×1 matrix) with 1 
in all entries. For single fault diagnosis, the compactor 
must have at least log2(n+1) outputs to differentiate 
the fault-free situation and n distinct (single) faulty 
logic blocks, i.e. m =  log2(n+1). As long as all rows 
are non-zero and distinct, any single fault can be 
detected and uniquely diagnosed. The easiest structure 
would be the counting sequence: the rows of this 
matrix correspond to binary numbers 1 to n 
represented in log2(n+1) bits (columns).  

To achieve higher diagnosis resolution, more 
sophisticated coding schemes can be used. For 
example, if every row of the parity matrix is non-zero, 
distinct, and contains an odd number of 1s, it can 
precisely identify all single faults and also distinguish 
the occurrence of double faults from single faults 
[Saluja 83]. One example of a matrix with this 
property for 8 logic blocks and the corresponding 
compactor circuit are shown in Fig. 11.  
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Figure 11.  Parity matrix and the corresponding compactor 

circuit with 8 inputs and 4 outputs 

One problem with this approach (even with the 
XOR trees) could be the routing congestion since the 
test signals (LFSR outputs) must be routed to the 
inputs of all used logic blocks. This could be a 
potential problem for very large designs. In order to 
solve this problem, the presented BIST architecture 
can be partitioned: instead of connecting outputs of 
one LFSR to all logic blocks, multiple LFSRs can be 
used and the outputs of each LFSR are connected to 
only a subset of logic blocks. Multiple compactors or 
one hierarchical compactor can be also used depending 
on the availability of I/O pins. Note that using multiple 
compactor increases the diagnosis resolution since 
multiple faults causing single or double faults in each 
partition can be precisely diagnosed. The example of 
partitioning using multiple LFSRs and compactors is 
shown in Fig 12 (F1,.., F9 are the original used logic 
blocks). The number and the structures of the 
partitions can be determined based on the routing 
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constraints, the availability of spare logic resources 
and the required diagnostic resolution. 

When the LFSR and the compactor circuitry cannot 
fit into the unused logic resources, multiplexers and 
demultiplexers can be used for sharing the compactor 
and the LFSR, respectively.    

However in the worst case, if due to the routing 
complexity of the original design, the test signal 
cannot be routed to all logic blocks, the used logic 
blocks can be partitioned into two subsets and each 
subset can be tested and diagnosed in a separate test 
configuration. So, in the worst case two test 
configurations are required for testing and diagnosis of 
logic blocks. In this case, the number of used logic 
blocks in each test configuration is always less than 
the total number of logic blocks in the FPGA. Hence, 
the LFSR and the compactor circuitry will definitely 
fit in unused logic blocks. 
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Figure 12.  Test partitioning in logic BIST 

4.2. Multiple Fault Diagnosis 
The diagnosis technique presented for single faults 

can be extended for multiple faults diagnosis, as well. 
In a parity matrix, if the pair-wise sums (bitwise XOR) 
of any two rows are distinct, then any double faults 
can be uniquely diagnosed. Formally: 

lkji RRRRkjlkjilkji +≠+≠≠≠∀ ,,,|,,,   

where Rn’s are rows of the parity matrix. Since 
double faults affect two inputs, the syndrome of any 
double faults should be different from that for other 
double faults. The above condition can be rewritten as: 

lkji RRRRkjlkjilkji ++≠≠≠≠∀ ,,,|,,,  

This basically means that any row should not be 
equal to the sum of any three other (distinct) rows. 
Since there are n(n-1)/2 different double faults for n 
inputs, the lower bound for m, the number of columns, 
is equal to log2n(n – 1) – 1. 

If Rj = 0, then 
lki RRRlkilki +≠≠≠∀ ,|,, . In 

other words, if the all-0 row is included in the code, 
the syndrome of any single fault is different from the 
syndrome of any double faults. Hence, all single and 
double faults can be diagnosed. Since, all rows of the 
parity matrix should be non-zero, this all-zero row is 
only used for obtaining the code with the above 
property and it is not included in the parity matrix. 

The parity matrix shown in Fig. 13 contains eight 
rows and five columns. Any row is different from the 
sum of three other rows. Since the first row is 0, sum 
of any two rows is distinct from any single row. 
Hence, this parity matrix corresponds to a compactor 
which can precisely diagnose up to two faults in the 
inputs. Note that the first row, 0, should be excluded 
from the parity matrix for the compactor 
implementation (the corresponding compactor has 
seven inputs and five outputs). Since log2(8×7)/2 = 
5, this compactor is optimum (the number of output 
pins is minimum). 
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Figure 13.  Parity matrix for single and double fault 

diagnosis (the first row will be excluded) 

This idea can be easily extended to other multiple 
faults. For example for triple faults, the sum of any 
three distinct rows should be distinct. Alternatively, no 
rows should be equal to the sum of five other distinct 
rows. 

5. Summary and Conclusion 
In this paper, application-dependent diagnosis 

techniques for faults in the interconnects and logic 
blocks of an arbitrary design mapped into an FPGA are 
presented. For interconnect diagnosis, single faults 
(open, stuck-at, or bridging fault) can be uniquely 
identified. As shown in the paper, the number of total 
test configurations for interconnects diagnosis is 
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logarithmic to the size of the design. For logic block 
diagnosis, single faults can be uniquely identified in 
only one extra test configuration. The presented 
technique can be modified for multiple fault diagnosis. 

This method can be used for defect tolerance by the 
manufacturer in order to increase the manufacturing 
yield, or as a part of online self-repair schemes for 
fault tolerant applications. Moreover, since the 
presented techniques are suitable for very large 
designs, they can be used as detection and diagnosis 
steps for defect and fault tolerance of reconfigurable 
molecular computing systems which share similarities 
with conventional FPGAs [Collier 99][DeHon 03] 
[Goldstein 02]. 
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